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State of New Jersey
Office of the Attorney General
Department of Law and Public Safety

James E. McGreevey PO Box 080 Peter C. Harvey
Governor Trenton, NJ 08625-0080 Attorney General

To: The Honorable James E. McGreevey, Governor

From: Peter C. Harvey, Attorney General

Chair, Domestic Security Preparedness Task Force
Date: May 2004

Subject: Domestic Security Preparedness Task Force 2003 Annual Report

I am pleased to present you with the 2003 Annual Report of the Domestic Security Preparedness Task Force. As
you are aware, I am concurrently presenting the report to the Legislature to meet the statutory obligations of the
Domestic Security Preparedness Act (P.L.2001, ch.246) that established the Task Force. My transmittal memoran-
dum to the Legislature is attached.

The report reflects a year of hard work that began with your leadership, included the involvement of nearly every
department of state government and ended with New Jersey’s ability to confer greater protection to its citizens against
terrorist attacks and other potentially catastrophic incidents, whether man-made or natural.

It is no less true for being a cliche, but September 11, 2001 changed our lives. It also changed the priorities of gov-
ernment. This is most visible, perhaps, in the massive federal reorganization that created the new U.S. Department
of Homeland Security. In New Jersey, the Domestic Security Preparedness Task Force, which predates the Depart-
ment of Homeland Security by almost a year and a half, has directed state government’s resources to protecting
our citizens and critical infrastructure. The Legislature’s charge in the Domestic Security Preparedness Act —“to
prevent terrorist attacks, to mitigate their impact, and to prepare and plan for the various responses required in the
event of a terrorist attack”— requires no less.

The Task Force has developed numerous initiatives to meet that charge and, in so doing, has changed relation-
ships among all levels of government and private business and industry.

Reading through this annual report, especially through the reports on the activities of the Task Force’s
constituent agencies, one cannot help but be impressed by the numerous citations regarding multi-agency and
interagency cooperation.

As just one notable example, the Task Force this past year constituted a Domestic Security Exercise Support
Team to coordinate exercises statewide at all levels of government and between government entities and the private
sector. This new unit draws staff from the State Office of Emergency Management in the Division of State Police, the
Department of Military and Veterans Affairs and the Division of Fire Safety in the Department of Community Af-
fairs. Exercising provides the “reality check” needed to tell whether our prevention, mitigation and response plan-
ning and training is on target.

To test our preparedness, the Exercise Support Team has supported exercises with the Departments of Environmen-
tal Protection, Health and Senior Services and the Office of the Attorney General, and has begun coordinating exercises
between our private sector partners from the Task Force’s Infrastructure Advisory Committee and government agen-
cies at the municipal, county, state and federal levels. This represents an unprecedented level of coordination that recog-
nizes the undeniable reality that our preparation must acknowledge our interdependencies. A petroleum facility cannot
ultimately exercise its plans to respond to a major incident, for example, without involving local law enforcement and
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local first responders, as well as their state and federal counterparts.

A second example of unparalleled coordination is one with which you had firsthand experience. I am referring to the
State’s actions at the end of last year, when the Department of Homeland Security raised its alert level prior to the Christ-
mas and New Year’s holidays. As you did more than a year ago when the country went to war in Iraq, you personally
helped shape our state response to the heightened alert, a response that relied on the coordination from the Task
Force, and involved staff from the State Office of Counter-Terrorism, the Division of State Police, the State Office of
Emergency Management, and the State Departments of Military and Veterans Affairs, Environmental Protection,
Health and Senior Services and Transportation.

This coordinated statewide effort, which culminated in deployments and preparations for New Year’s Eve, was
meshed with that of state emergency medical services providers, New Jersey Transit, the Port Authority of New
York and New Jersey, the Pennsylvania National Guard, New York State, New York City and federal authorities in
New Jersey, New York and Washington, D.C.

Your leadership has had a direct impact on improving New Jersey’s domestic security readiness. In concert with
New Jersey’s congressional delegation, you have forcefully lobbied Congress to make sure that New Jersey receives the
federal funds it deserves to equip its first responders and to protect its critical infrastructure. Your efforts, and the bipar-
tisan efforts of our Senators and Representatives, have begun to pay dividends. The Northeastern New Jersey Urban
Area Security Initiative, comprising the six northeast counties of the State and more than 44 percent of New Jersey’s
population, will receive nearly $44 million in grant monies from the Department of Homeland Security to protect criti-
cal infrastructure and better equip first responders in the region. Nonetheless, the federal funding system for domestic
security remains flawed. As you have pointed out on numerous occasions, it does not provide our state with funding
commensurate either to the risks our citizens face or the extraordinary concentration of critical infrastructure that un-
derpins New Jersey’s economic strength. We will offer whatever support we can provide you to continue working to
ensure that federal homeland security funding is commensurate with New Jersey’s needs.

More recently, your efforts and the efforts of New Jersey’s congressional delegation have paid other dividends.
Culminating two years of discussions, the U.S. Department of Defense announced in March that it will fund a full-
time military unit in our state equipped to respond quickly to chemical, biological or nuclear attack. This 22-member
New Jersey National Guard Weapons of Mass Destruction Civil Support Team will provide an invaluable resource to
our state to identify and contain deadly substances that might be released in a terrorist attack. The Civil Support
Team will provide a vital element to New Jersey’s ability to respond to a terrorist incident.

Finally, as this report went to print, I am pleased to note that, capping a year-long process under your direction,
all sectors of the Infrastructure Advisory Committee had submitted their second-generation Best Practices for se-
curity in their respective industries.

As catalogued in the attached report, our efforts to secure New Jersey in 2003 were multifaceted and involved the
cooperation of numerous agencies and private partners. These efforts continue full-speed ahead. Thanks to your
leadership, guidance and support, the Task Force will continue to do its utmost to protect our citizens from terrorists
and make New Jersey a safer place to live and work.
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State of New Jersey
Office of the Attorney General
Department of Law and Public Safety

James E. McGreevey PO Box 080 Peter C. Harvey
Governor Trenton, NJ 08625-0080 Attorney General
To: The Honorable Richard J. Codey, President of the Senate

The Honorable Leonard Lance, Minority Leader of the Senate
The Honorable Albio Sires, Speaker of the General Assembly
The Honoroable Alex DeCroce, Republican Leader of the General Assembly
The Honorable John A. Girgenti, Chair of the Senate
Law and Public Safety and Veterans” Affairs Committee
The Honorable Peter J. Barnes, Chair of the Assembly
Law and Public Safety Committee
The Honorable William D. Payne, Chair of the Assembly
Regulatory Oversight Committee
The Honorable Joan M. Quigley, Chair of the Assembly
Homeland Security and State Preparedness Committee

From:  Peter C. Harvey, Attorney General
Chair, Domestic Security Preparedness Task Force

Date: May 2004

Subject: Domestic Security Preparedness Task Force 2003 Annual Report

Since its first confidential report to the Legislature, the Domestic Security Preparedness Task Force has completed a
year of intensive work to make New Jersey more prepared and its citizens more secure. It was a year that saw New
Jersey making ever greater strides to safeguard itself against the threats posed by terrorism.

As you are aware, the Task Force was established by the New Jersey Domestic Security Preparedness Act, signed
into law in October 2001, less than a month after the terrorist attacks of September 11, 2001. The law requires the
submission of an annual report to the leadership of the Senate and Assembly and to the chairs of the respective
houses’ oversight committees.

In enacting the law, the Legislature recognized the importance of the confidentiality of the Task Force’s work
product. The Legislature explicitly provided that records maintained by the Task Force not be deemed public
records under the “Open Public Records Act” and that the meetings of the Task Force and Planning Group not be
subject to the provisions of the “Open Public Meetings Act.”

Furthermore, the law stipulates that the information presented in this annual report shall be deemed confidential
(P.L.2001, c.246, 5.13).

However, for the current reporting period, January to December 2003, the Task Force thought it important to
make the majority of this report public. New Jersey’s citizens deserve to be provided with as much information as
possible so they can understand what State Government has done, is doing and will continue to do to increase their
security and better protect New Jersey.

Let me put the current reporting period and the Task Force’s activities during this period in a larger historical frame-
work. Although it is too early to tell, many of the events of this period appear to qualify as potential historical milestones.
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It was a year that saw a massive effort to protect Americans against smallpox, a disease that had, for all intents
and purposes, been eradicated from the world, save for its potential malicious use by terrorists. As part of a
national effort, the State Department of Health and Senior Services inoculated nearly 700 New Jersey State and
local public health workers and law enforcement officers, who would be responsible for investigating pos-
sible or confirmed outbreaks of smallpox, as well as hospital clinicians and support staff, who would be re-
sponsible for treating smallpox victims.

December 2002 saw federal legislation enacted to create the U.S. Department of Homeland Security. Four
months later, in March 2003, DHS began operating as a consolidated agency.

The period covered by this report also saw the Homeland Security Alert System raised from yellow (Signifi-
cant Risk of Terrorist Attack) to orange alert (High Risk of Terrorist Attack) four times.

The second of these increased alerts coincided with Operation Liberty Shield, during the war with Iraq. The last of
these increased alerts came in December as we approached the New Year, and reports indicated that the potential threat
was acute. New Jersey responded to the December alert with incredible coordination among federal, State, county and
municipal law enforcement agencies, as well as between the State’s hospitals and emergency medical services providers,
transportation authorities and so on.

Each of these heightened alerts demanded increased vigilance and increased staffing by members of State Police, the
New Jersey National Guard and county and local law enforcement, as well as other officials. The men and women who
responded performed magnificently and rose to the challenges of each occasion. Indeed, since the first orange alert in
2002, New Jersey has developed specific protocols for responding to increased alerts, and the state’s response continues
to improve and become more systematic. No terrorist incidents have accompanied these alerts, thankfully, but we con-
tinue to improve our response and our ability to prevent an event.

In its second year of operation, the Task Force again confronted the enormity of its task. Enhancing and ensuring our
State’s and citizens’ security is a complex undertaking. For the Task Force members and staff — meeting every two weeks
as a whole and more frequently in subgroups — it was hard but gratifying work. It required attention to detail in numer-
ous, interdependent realms. The Task Force, operating largely out of public view, has overseen arguably the most exten-
sive and coordinated interagency operation in the history of the executive branch of New Jersey State government.

This unprecedented collaboration among the Task Force’s dozen constituent state departments and agencies
has by necessity also extended beyond the confines of state government. To protect the state’s critical infra-
structure, the Task Force has also coordinated its efforts with New Jersey’s private sector. Clearly, only a
strong public-private partnership can help safeguard those facilities, industries and businesses that provide the
underpinnings for our citizens’ quality of life and are the economic lifeblood of the state, region and, in many
cases, the country.

An often repeated fact is that the private sector owns 85 to 90 percent of the significant and critical infrastructure
and facilities in our state. We need a cooperative and productive public-private partnership for effective domestic
security. I am pleased to report that New Jersey has developed one of the most robust and successful partnerships
of that kind in the nation.

The Task Force has worked closely with the private sector members of its Infrastructure Advisory Committee
(IAC) and with our partners in industry to develop “Best Practices” for security. Through these Best Practices, the
private sector focuses on specific measures to prevent, mitigate against, respond to and recover from potential ter-
rorist activities. Best Practices cover such issues as target hardening and mitigation measures, crisis response, con-
tingency and continuity planning, and protocols for communications, background checks and adjusting security
measures based on changes in the Homeland Security Alert System.

As part of this process, the Task Force’s component agencies have served as liaisons to those industries with
which they already have relationships. These relationships have originated, usually, with the state agency that
regulates the industry (e.g., the Board of Public Utilities with the telecommunications and utilities sectors, the De-
partment of Environmental Protection with the chemical and petroleum sectors, the Department of Health and
Senior Services with the healthcare and food sectors, Department of Agriculture with the agriculture sector, the
Department of Community Affairs with the commercial buildings and construction sectors, etc.). I am glad to
note that the Task Force’s liaison agencies have met with excellent cooperation from their industry counterparts.
In addition, critical infrastructure such as the State’s various transportation systems, cuts across a number of in-

10




dustry sectors, and the State Department of Transportation has taken the lead in overseeing security issues in
these cross-cutting domains.

During the period covered by the Task Force’s first report to the Legislature, all IAC sectors submitted Best Prac-
tices and began implementing them. During the current reporting period, the Task Force and the 20 IAC sector
groups have embarked on a second, more expansive, generation of industry Best Practices to enhance even further
the security of the state’s critical infrastructure.

The State Office of Counter-Terrorism (OCT) routinely shares information and intelligence with the private sector
about potential threats. In the year covered by this report, OCT sent out more than 80 confidential bulletins and
alerts to various industry sectors. OCT also has developed a secure Web site for infrastructure protection that serves
as a statewide clearinghouse for information. In addition, OCT has deployed a high-speed notification system called
“The Communicator!” that automatically sends alerts to a designated number of individuals, groups, or teams in the
private sector and in all levels of government by phone, pager, fax, and e-mail.

Another way the Task Force is working with the private sector is through the Department of Health and Senior
Services and its Medical Emergency and Disaster Prevention and Response Expert Panel (MEDPREP) Terrorism Pre-
paredness Advisory Committee. In late 2002, the Department of Health and Senior Services merged its original
MEDPREP group, established initially by Governor-elect McGreevey in 2001, with a standing departmental
bioterrorism advisory committee to form the MEDPREP Terrorism Advisory Preparedness Committee. With this
Advisory Committee, New Jersey has become the first state in the nation with a 24 hour-a-day, seven-day-a-week
Bioterrorism Rapid Response team to provide medical expertise for suspected bioterrorism events. We also are the
first state to install 800 MHZ non-interruptible radios in all our 84 acute-care hospitals. This New Jersey Hospital
Communications Network interconnects these hospitals with state government and one another, allowing reliable
interoperable communication in the case of a large-scale terrorist event or natural disaster. This system is tested
daily and is currently being upgraded from an analog to a digital mode.

During this reporting period the Task Force created a Domestic Security Exercise Support Team to coordinate the
State’s exercise programs. The Exercise Support Team and the Infrastructure Advisory Committee have begun exer-
cises and training simulations that incorporate both public and private sector players. The State Board of Public
Utilities, for example, has already run tabletop exercises with the Water and Energy sectors to determine how to best
maintain continuity of operations in the face of a terrorist attack. The Department of Environmental Protection recently
participated in a similar exercise with the petroleum industry. We will conduct exercises with all industry sectors.

In November 2003, New Jersey and the Port Authority of New York and New Jersey, along with the U.S. Office
for Domestic Preparedness (ODP) and more than 600 local, county, and state first responders from 70 agencies,
staged one of the largest full-scale emergency exercises in New Jersey history. This “Gateway Response” exercise
simulated the release of chemical and radiological agents at Port Newark. ODP and the state are currently in the
process of finalizing a formal after-action report that will detail the strengths and weaknesses of the participants and
our simulated response. This exercise is a good example of the depth of public-private cooperation needed at all lev-
els to prepare for future acts of terrorism.

In addition to cooperating with the private sector, the Task Force has cooperated with municipal and county gov-
ernments and agencies. During the current reporting year, much of that interaction has focused on cooperation with
law enforcement and emergency first responders from the police, fire, hazardous materials and emergency medical
services communities.

This outreach has been intrinsically linked to federal funding for first responders and other domestic security en-
hancements. During the period covered by this report, the Task Force developed a comprehensive, coordinated and
regionalized strategy for distributing and expending federal homeland security funds to maximize protection for
New Jersey citizens. To the extent possible, the Task Force has worked to ensure that funding decisions are made on
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the basis of risk and on the ability to protect the greatest numbers of people and most vital facilities.

During the period covered by this report, the Task Force oversaw the distribution of nearly $77.2 million to New
Jersey first responders from the Office for Domestic Preparedness in the U.S. Department of Homeland Security. In
November 2003, ODP announced that New Jersey first responders, law enforcement officers and civilian volun-
teers would share an additional $55.4 million in federal fiscal year 2004.

Also noteworthy is the approximately $41 million in federal funds received in the 2003 federal fiscal year that
New Jersey’s Department of Health and Senior Services is using, along with $15.75 million in State dollars, on a
statewide and regional basis to improve the capacity of the state and its public health and healthcare systems to
prepare for and respond to potential bioterrorism attacks.

The Task Force has focused on a regional funding strategy that uses federal grants to provide the greatest
amount of protection to the greatest number of New Jerseyans, including first responders who, by virtue of their
location, may face the greatest risks. For example, it directed funds to enhance, on a statewide and regional basis,
the ability of law enforcement to detect and respond to explosives.

The Task Force has established a regional compact among the State’s 10 existing bomb squads, with coordination pro-
vided by the State Police bomb squad. To support this initiative, the Task Force targeted additional federal funds to en-
sure that each county in the State has at least one explosives-detecting canine. Ultimately, we will have more dogs to de-
tect explosives — still the weapon of choice of terrorists worldwide — and bomb teams that will have interoperable
equipment, identical training and, therefore, an ability to work together and back each other up anywhere in the state.

A key aspect of this effort —and of the Task Force’s strategy — is the recognition and emphasis on a need for mutual
aid agreements. This strategy also recognizes a need to build statewide capacity through coordination and standardiza-
tion of local assets throughout the state. Whether we face a major catastrophe or a regionally focused incident, such as
one targeting a major city, Hudson River crossing, or other high-profile critical infrastructure site or facility, we will have
the redundant capacity we need. Coordinating the bomb squads” and bomb dogs” activities, equipment and training is
only common sense. Unfortunately, it is not the way that we have done business in the past. In order to leverage our re-
sources and ensure our effectiveness, it must be the way we operate now and into the future.

New Jersey continues to have concern about the federal funding formula used to distribute funds for first re-
sponders. The formula is not risk-based nor does it distribute funds proportionately by state on a per capita basis.
In fact, citizens of many states with smaller populations than New Jersey’s receive considerably more of this fund-
ing per person than citizens of the Garden State. Governor James E. McGreevey and New Jersey’s entire congres-
sional delegation have lobbied hard on a bipartisan basis to rectify this funding formula and to ensure that addi-
tional funds reach New Jersey and areas in the states facing the greatest risks from terrorist attacks.

Recent developments in ODP’s funding for the Urban Areas Security Initiative (UASI) appear in some ways to re-
spond to concerns expressed by New Jersey and other jurisdictions. During the period covered by this report, New
Jersey received $43.9 million in grants from ODP to fund a six-county Northeastern New Jersey Urban Area Security
Initiative. The total combined funding for New Jersey’s six northeastern most counties (Bergen, Essex, Hudson, Mor-
ris, Passaic and Union) surpasses the funding for all of the 50 participating U.S. cities, save for New York City and
Chicago. The northeastern six-county Urban Area Security Initiative, designed under the Task Force’s leadership, has
emerged as a model of the kind of cooperative, regional approach called for by the new realities we face.

In this regard, I would be remiss not to note that the municipal leaders of Newark and Jersey City deserve praise
for understanding that New Jersey’s preparation and response must be regional. Limiting activities to the borders
of their cities alone would ultimately not offer the level of protection they and we need.

This six-county metropolitan area represents more than 15 percent of New Jersey’s total area and more than 44
percent of the state’s total population. In addition, the area incorporates many core elements of New Jersey’s trans-
portation infrastructure and is also dense with chemical manufacturing plants and other critical facilities. As a re-
sult, the contiguous counties share verbal and written mutual aid agreements and have, for some time, worked to-
gether on coordinated emergency response efforts.

As part of the regional planning process, those efforts are becoming more formalized. An Urban Area Working
Group has been formed that includes representatives from the State Department of Law and Public Safety, each of
the participating counties, and a variety of disciplines including firefighting and emergency management. This lat-
ter point is crucial, because cooperative planning and effort is not only a matter of taking a regional approach, but
a multi-disciplinary one. If an incident such as an explosion were to occur at a manufacturing facility, more than
law enforcement personnel would need to respond. We would need firefighting personnel who know and under-
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stood the manufacturing processes and materials used in the facility. We would need HazMat personnel to address
potential air and water quality issues. And we would need other expertise including medical personnel.

Although the six-county Northeastern New Jersey Urban Area Security Initiative represents the first domestic se-
curity planning effort of its kind in New Jersey, it is not the only regional planning strategy now in progress.

The Task Force has also developed a Southern Coastal Planning Region initiative for the purpose of identifying —
and ultimately meeting — the unique, domestic security related equipment, training and planning needs of a defined
area of South Jersey bordering the Delaware River. This area encompasses Burlington, Camden, Cumberland,
Gloucester and Salem counties. The regional Southern Coastal and Urban Area Security Initiatives are among the
Task Force’s highest priority projects.

These collaborative initiatives underscore the ways in which the events of September 11, 2001 changed forever
the way we live and work. The Southern Coastal and the Urban Area Security Initiative projects provide a new
paradigm for future intergovernmental operations. Terrorism does not recognize municipal, county, state or even
national borders. This is reflected as common themes continue to assert themselves in the work of the Task Force:
intergovernmental and interagency cooperation and collaboration; response to risk analysis and vulnerability as-
sessments; regional planning and mutual aid based upon understanding interdependencies.

Many agencies of State government and many individuals working for those agencies deserve our thanks. Like-
wise, our partners in federal, county and municipal government, as well as our partners in the private sector, all de-
serve thanks for their effective efforts.

I'would especially like to thank our law enforcement partners at the county and municipal levels on whom we have
placed — above and beyond all their other essential duties — much responsibility for the fight against terrorism.

During the summer of 2003, I convened a series of meetings at which former First Assistant Attorney General
Edward M. Neafsey, Office of Counter-Terrorism Director Sidney Caspersen and I met with prosecutors and chiefs
of police from all 21 counties. We met to discuss the state’s counter-terrorism and infrastructure protection efforts,
listen to concerns and reinforce the message that our county and municipal counterparts are full partners in New
Jersey’s efforts. Likewise, former First Assistant Neafsey and Director Caspersen also met with state fire chiefs and
county Office of Emergency Management directors to ensure statewide coordination between law enforcement and
the agencies responsible for response and recovery efforts if a terrorist incident were to take place. I am pleased to
report that the officials with whom we met were uniformly responsive and willing to assume additional responsi-
bilities, including many for which they will not necessarily receive compensation.

We would particularly like to thank the leadership and membership of the State Legislature for sustaining New
Jersey’s counter-terrorism and homeland security efforts. We are grateful for your steadfast support and for the
passage of key legislation in 2003, including two bills specifically endorsed by the Task Force: The Fire Service
Emergency Deployment Act (A-1775/5-1227), which provides for better coordination of fire services personnel and
equipment throughout the state, especially during emergencies; and the Public Safety Interoperable Communica-
tions Coordinating Council Act (A-3390/5-2481), which established the Council in the Department of Law and Pub-
lic Safety to develop a strategic plan to foster interoperable communications statewide among all levels of public
safety and first responder agencies.

In addition, “The Motor Vehicle Security and Customer Service Act” (A-3058/5-2121), which you passed based on
the Fix DMV Commission Final Report and which was enacted in January 2003, initiated the transformation of the New
Jersey Division of Motor Vehicles into the more secure and customer-oriented Motor Vehicle Commission (MVC).
Subsequently, the MVC began issuing new digital drivers’ licenses that are exponentially more secure than New Jersey’s
old “paper” licenses. The new licenses will make it much more difficult to obtain a fraudulent document, thus aiding
the fight against identity theft, one of the chief precursor crimes to terrorism. Legislation (A-3226,/5-2238) that you passed
to stiffen penalties for identity theft will help the fight against these crimes and our ongoing homeland security efforts.

Of course, our final expression of gratitude goes most significantly to Governor McGreevey, whose leadership
and commitment to protecting New Jersey’s families, communities and critical facilities informs and guides all our
actions. In his support for the Task Force and in his creation of the Office of Counter-Terrorism, the Governor rec-
ognized clearly that protecting New Jersey’s citizens against terrorism begins as a state responsibility. Itis a re-
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sponsibility that cannot and should not be left solely to the federal government. We learned that lesson tragically
and explicitly on September 11, 2001. New Jersey lost nearly 700 of our citizens; approximately one out of every
four persons who died at the World Trade Center called New Jersey home. But, under the Governor’s leadership,
we have channeled our grief and anger into a resolve to make our state safer.

From 2003 through 2005, in tight fiscal times, Governor McGreevey has supported New Jersey’s homeland secu-
rity efforts with nearly $248 million in State funds. He has also worked with New Jersey’s congressional delegation
— in a bipartisan manner — to ensure that the State gets federal homeland security dollars that are commensurate
with the risks it faces.

He has also invested his time personally.
In spring 2003, the Governor convened a series of meetings in Trenton at which he and members of the Task
Force — Commissioner of Health and Senior Services Dr. Clifton Lacy, State Police Superintendent Col. Rick
Fuentes, Office of Counter-Terrorism Director Sidney Caspersen and I — briefed mayors, school superinten-
dents, police chiefs, fire chiefs and emergency management directors about various aspects of the State’s
homeland security prevention and response initiatives.

He has played an active role with our private sector partners represented by the Infrastructure Advisory Com-
mittee, and has reviewed and facilitated the adoption of industry groups Best Practices for security. He has
convened several meetings with the IAC, including one just prior to the war with Iraq, at which the state and
its key private sector entities were able to discuss frankly the potential terrorist threats they might face and
how they could work together for mutual benefit and mutual protection.

He helped establish another public-private partnership, the New Jersey Business Force — a first-of-its-kind
homeland security partnership between the State and a number of its leading companies, in which both sides
work to fill state and regional Homeland Security gaps that neither government nor business can handle alone.
Developed by the nonprofit Business Executives for National Security (BENS), the New Jersey Business Force
was the pilot program for the Business Force concept, which has now been expanded to a number of other states.

He also personally announced and supported the Task Force’s order mandating the double-locking of all aircraft
and the posting of signs providing emergency contact information at all 486 New Jersey licensed General Avia-
tion (GA) facilities. These requirements, which were ultimately included in the State Department of
Transportation’s updated General Aviation Regulations adopted in November 2003, provide additional aircraft-
related security features that are not covered by federal law or the operations of the federal Transportation
Security Administration.

Finally, during the four periods in 2003 when the Homeland Security Alert System was raised to “orange,”
Governor McGreevey, as the State’s commander-in-chief, played a hands-on and decisive role in ordering de-
ployments of State troopers and National Guard forces to better protect our citizens.

How far have we come? By the end of its second year, the Domestic Security Preparedness Task Force has made
considerable strides, forging new procedures, structures and relationships where earlier there was appreciable un-
certainty. While we recognize that no amount of preparation can prevent every terrorist act or ensure a faultless
response were one to occur, we can neither be discouraged nor slow our pace. We must — and we will — strive to
improve our ability to protect New Jersey’s families and the State’s physical and economic assets.

c: Governor James E. McGreevey
Domestic Security Preparedness Task Force Members
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ask Force Overview

In its second full year of operation, the Domestic Security Preparedness Task Force ma-
tured and solidified its operations as New Jersey’s cabinet-level body for planning and coor-
dinating the state’s homeland security, preparedness and counter-terrorism efforts. The ter-
rorist attacks of September 11, 2001, challenged governments at all levels to respond and to
institutionalize their responses in a flexible and dynamic manner mindful of changing
worldwide terrorist threats. New Jersey responded quickly in October 2001 by passing the
Domestic Security Preparedness Act, establishing the Task Force and charging it with for-
mulating plans “to prevent terrorist attacks, to mitigate their impact, and to prepare and
plan for the various responses required in the event of a terrorist attack.”

One specific challenge faced by the Task Force in achieving these objectives was the
need to continue focusing on the big picture. It is very tempting in state government, as
in other large organizations, for individual agencies to focus on their own agendas and ac-
tivities to the exclusion of anything else. Under Governor James E. McGreevey’s leader-
ship, the Task Force has developed into a model of intergovernmental cooperation — as
well as cooperation between public and private sectors. In its second year, the Task Force
focused even more successfully on identifying issues and creating solutions that, ulti-
mately, transcended its component agencies.

The broad view is a necessity. Terrorism does not respect governmental borders. As a result,
the Task Force must think regionally and in interdisciplinary ways. A terrorist attack against a
chemical facility in the densely populated Northeast part of the state, for example, would at a
minimum have health, emergency response, environmental, transportation and law enforce-
ment consequences. And it could well have consequences for residents of neighboring New
York State and New York City. Planning to prevent such an attack, or to lessen its impact,
clearly cuts across jurisdictional lines. As a multi-agency body, the Task Force is only as strong
as its ability to forge strong alliances; conversely, it is only as strong as its weakest link.

The Governor’s Office and the Task Force’s constituent agencies, the Office of the At-
torney General, the Office of the Attorney General’s Office of Counter-Terrorism, the
Governor’s Office of Recovery and Victim Assistance, the New Jersey Division of State Po-
lice, the New Jersey Office of Emergency Management, the Board of Public Utilities, the
Office of Information Technology, and the Departments of Agriculture, Community Af-
fairs, Environmental Protection, Health and Senior Services, Military and Veterans Af-
fairs and Transportation, have dedicated senior staff members to Task Force activities.
They were assisted this year for the first time by a small staff at the Office of the Attorney
General assigned full-time to Task Force duties.

That the Task Force, to a great extent, institutionalized its activities in 2003 is demon-
strated by a number of interrelated accomplishments, including:

The development and implementation of a second generation of “best management prac-
tices” for security with the private sector partners of the Task Force’s Infrastructure Advisory
Committee; this effort has been complemented by efforts that had just gotten under way at
the end of 2003 to enhance the protection of “buffer zones” outside critical facilities.

The creation of an interagency State Domestic Security Exercise Support Team to
plan and coordinate statewide exercises that test the preparedness of government at
all levels and the private sector to mitigate or respond to terrorist or terrorist-related
incidents; after the U.S. Department of Homeland Security (DHS) was established in
March 2003, the Exercise Team became the state’s point of contact to the federal
exercise program overseen by DHS’s Office for Domestic Preparedness.

The ongoing efforts of the Task Force’s business-continuity entity, the State Govern-
ment Operations Group, to ensure that critical state functions will continue in the
event of a terrorist or other catastrophic incident.




The continuing activities of the New Jersey Domestic Security Preparedness Planning
Group, the Task Force’s “process engine,” which is charged with research and evalua-
tion that enables the Task Force to take action, as well as with coordinating Task
Force activities with non-state agencies, with developing and coordinating statewide
preparedness and response training initiatives, and with whatever other functions the
Task Force deems necessary.

The creation of a New Jersey Homeland Security/Defense Technology Solutions Com-
mittee, a consortium of New Jersey universities and military facilities working to find
synergies among federal, state, academic and industry resources in New Jersey to de-
velop technological solutions to homeland security challenges.

In addition, the Task Force’s growing maturity was marked by the development of a
comprehensive, statewide funding strategy to distribute millions of dollars in federal counter-
terrorism and preparedness grants to state and local agencies. This critical undertaking war-
rants a separate discussion in this report and is the subject of the next chapter.

The Infrastructure Advisory Committee
and Best Practices — Protecting
New Jersey’s Critical Infrastructure

The Domestic Security Preparedness Act of 2001 established an Infrastructure Advisory
Committee (IAC) as a private-sector component of the Domestic Security Preparedness
Task Force. In mandating a public-private partnership, New Jersey recognized that 85 to
90 percent of the infrastructure in the State is privately owned and that protecting life
and property must be undertaken as a joint effort between government and industry.

The Task Force initially identified 24 key industrial sectors that account for the
strength of New Jersey’s economy and quality of life, such as gas, water and electric utili-
ties, nuclear facilities, the telecommunications, transportation, food, agriculture, construc-
tion, health care, chemical and pharmaceutical industries. During 2003, the Task Force
added a new sector (schools) and consolidated several others. As a result, there are currently
a total of 20 IAC sectors.

The various Infrastructure Advisory Committee sectors meet regularly to share informa-
tion and security strategies. They also meet regularly with the Task Force and their liaisons
in the state agencies. Each of the IAC sectors is paired with one or more of Task Force agen-
cies. These partnerships are usually based on prior relationships. For example, the State De-
partment of Environmental Protection is liaison to the chemical industry sector, an industry
over which it has existing authority. Likewise, gas and electric utilities are paired with the
State Board of Public Utilities, healthcare facilities with the State Department of Health and
Senior Services, and so on. These partnerships have extended as well to public-publicprivate
sector collaboration on terror-related exercise programs.

Since 2001, the Task Force and IAC have been working on “Best Practices” for security.
Best Practices for a particular industry represent a baseline security plan that can apply across
an entire sector. Best Practices focus on prevention, preparation, response to and recovery
from terrorist activities. They include detailed lists of methods, processes, procedures and ac-
tions that can be taken to protect the critical infrastructure site. They are developed by IAC
private industry sector members, along with input from the various state agencies that serve
as liaisons to each group, and they include such considerations as:

Assessing a site’s specific vulnerabilities and documenting the methodologies for
making these assessments.
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“Hardening,” or increasing physical security of the facility, including adding fencing,
barriers, and controls for staff and vehicle access.

Setting up protocols to ensure the continuity of communications.

Developing and implementing protocols for employee, vendor and delivery person
background checks.

Developing and adopting protocols for adjusting a site’s security measures based on

changes in the Homeland Security Alert System (HSAS).

Developing protocols related to cyber-security and the protection of computer con-
tent and communications.

Developing capacity and specific plans to respond to a crisis.

Developing contingency and continuity plans to ensure that a site can continue to func-
tion or shift functions to another location in the aftermath of a terrorist incident.

Best Practices are dynamic and changing. They will continue to be reviewed and up-
dated as needed. In 2002, the IAC sectors submitted Best Practices to the Domestic Secu-
rity Preparedness Task Force for review. In 2003, the IAC sectors embarked on a new
generation of industry Best Practices. The Task Force and Governor have approved the
second-generation Best Practice plans of 15 of the 20 IAC sectors.

The remaining best practice plans, as well as plans of a very small number of sector sub-
groups, are expected to be approved early in 2004.

This dynamic process of developing and adopting Best Practices has benefitted from the
cooperative spirit that has pervaded the domestic security efforts of the private sector and
state. This collaborative spirit has been very productive to date. Clearly, owners and opera-
tors are aware that implementing security measures and protocols for response and recovery
for their private facilities is good business practice and must reflect their organizations’ hon-
est assessment of their own vulnerabilities and tolerance for risk.

After its review and approval, the Task Force submits Best Practices to Governor
McGreevey for his review and endorsement. When the Governor approves an industry best
practice, he formally directs the state agency head whose agency is liaison to the sector in
question to take certain steps. These steps include:

Disseminating the Best Practices to each entity within the sector.

Encouraging implementation and compliance with the Best Practices by the members
of the sector.

Establishing a capacity to provide training, education and technical assistance for
each entity within the sector to ensure implementation and compliance.

Establishing a capacity to monitor implementation and compliance for each entity
within the sector.

Reporting back to the Task Force and the Governor twice a year regarding the status
of implementation and compliance with the Best Practices, with a recommendation
whether additional steps are needed to ensure compliance.

This last point is vital. The Task Force and its component agencies are actively monitor-
ing industry compliance with the Best Practice standards. The Task Force believes that co-
operative compliance has been and will continue to be effective, but it reserves the right to
take a different course if necessary.



Buffer Zone Protection

Best Practices deal with enhancing security within a facility or within the perimeter of
a facility’s boundaries. The next logical step in increasing security lies in taking measures
outside the gates of critical infrastructure, in the area immediately outside a facility. These
“buffer zones” are the areas through which terrorists could either gain access to a site or
from which they could launch an attack. Thus, buffer zone protection and Best Practices

go hand-in-hand.

Buffer zones outside a plant or facility are primarily in the public realm and, in this regard,
fall primarily under the jurisdiction of the municipal police department in which the facility is
located. Protecting these zones presents another opportunity for extending public-private part-
nerships. As 2003 came to a close, the Task Force turned its attention to developing a state-
wide strategy to bolster buffer zone protection around New Jersey’s most critical facilities.

This effort found a willing partner in the U.S. Department of Homeland Security. In fact,
staff from DHS’s Infrastructure Analysis and Infrastructure Protection (IAIP) Directorate,
in concert with the New Jersey Office of Counter-Terrorism and the Task Force, sponsored
a tabletop exercise on buffer zone protection, using a North Jersey chemical facility as the
case study. This tabletop exercise, which took place at the end of September, included state,
county, local and federal law enforcement officials, as well as principals from the chemical
facility. It was only the second such exercise held by IAIP in the country and, as such, was
being used by DHS to help establish a template for buffer zone protection throughout the
United States. In January 2004, the U.S. Department of Homeland Security, the state Office
of Counter-Terrorism and the Task Force conducted a buffer zone training session for staff
from critical infrastructure facilities and law enforcement statewide, continuing these efforts.

Whether dealing with Best Practices or buffer zone protection, there is one sure-fire way
to see if such plans are well-devised and workable: that is to test them through exercising.
Whether through a structured tabletop discussion of simulated situations, a functional exer-
cise that tests a command post in action (while the movement of personnel and equipment
is simulated) or a full-scale exercise that requires personnel actually to deploy in response to
a simulated attack or other scenario, exercises provide the reality check against which to

measure the quality of one’s planning and training.

State Domestic Security Exercise Support Team

In its first year of operation, the Task Force had adopted the state Office of Emergency
Management’s operational model of “planning, training and exercising.” In short, that model is
to plan to meet certain contingencies or deal with certain events based on evaluation and analy-
sis; to train staff with the skills needed to implement the plans; and, finally, to exercise or drill to
test the plans and training. To the extent that exercises indicate that corrective action is needed,
improvements and adjustments are made to planning and training, and the self-correcting cycle
starts over. Historically, the state Office of Emergency Management has included an Exercise
Unit that administers, coordinates and sponsors “all-hazards” emergency management exercises
conducted by all levels of government as had been required by the Federal Emergency Manage-
ment Agency (FEMA, now a part of the Department of Homeland Security).

Toward the end of 2002, a number of component agencies began reporting to the Task
Force regarding results from various training exercises related to terrorism that had taken
place. As the various reports came in, Task Force members began to discuss the necessity for
the Task Force to coordinate terrorism-related exercises in a centralized manner. To that end,
building on the existing OEM Exercise Unit, the Task Force, working through the Domestic
Security Preparedness Planning Group, resolved to constitute a state Domestic Security Exer-
cise Support Team. The Task Force determined that this new Exercise Support Team should
be multi-disciplinary, including representation from the firefighting discipline and the military,
as well as from the sphere of emergency management.

There is one
sure-fire way to see if
plans are well-
devised and workable
... to test them

through exercising.



On April 5, 2003, the state Domestic Security Exercise Support Team officially began
operation in offices in Edison. The team is currently staffed by five members from the Divi-
sion of State Police, three members from the Department of Military and Veterans Affairs
and one member from the Department of Community Affairs’ Division of Fire Safety. Its
key activities involve developing an overall terrorism-related exercise strategy for the Task
Force and state, as well as designing and implementing specific tabletop, functional and full-
scale exercises for the Task Force, its component agencies and its private-sector partners.
The Exercise Support Team places particular emphasis on the evaluation of exercises and
on improvement plans based on these evaluations.

In addition, the team is involved in multiple training initiatives, including training agen-
cies in the development of exercises. Members of the team also served as trainers in a wide
variety of courses related to terrorism, the incident command system and other emergency
response-related topics. Team personnel also staffed the state’s Emergency Operations Cen-
ter during a number of the instances when it was activated this year.

Among the primary exercise programs the Exercise Support Team developed in 2003 are:
The Hospital Preparedness Exercise Initiative

Developed with the state Department of Health and Senior Services, this program tested
regional planning, training and exercising within the healthcare community. Team mem-
bers helped run 18 exercises in 10 counties dealing with testing the coordination of various
hospital and healthcare-related responses to potential terrorist attacks.

“Garden Vector” Exercise

Serving the central region of the state, the Garden Vector program consisted of a table-
top exercise that dealt with the overall response and decision-making process of county and
municipal agencies in dealing with a biological threat, in this case, plague. The exercise fo-
cused on specific components inherent to a biological incident, including sampling, trans-
port, quarantine and isolation. The exercise, which included the participation of two of
central New Jersey’s biggest public and private employers, Rutgers University and Johnson
and Johnson, also emphasized communications, emergency response coordination and iden-
tifying and integrating resources.

Exercises with New Jersey Business Force

The Exercise Support Team held several planning meetings with Business Executives for
National Security (BENS) — New Jersey Business Force, a not-for-profit consortium of pri-
vate sector businesses committed to supporting state and local government during emergen-
cies and disasters. These meetings culminated with two functional exercises, one in July and
one in December. These exercises focused upon specific resources that New Jersey Business
Force can bring to bear from the private sector to help state efforts to plan for, respond to
and recover from a terrorist attack or other catastrophic event.

Department of Health and Senior Services Biological Exercises

The Exercise Support Team and the state Department of Health and Senior Services
designed and conducted two tabletop exercises addressing the potential for the spread of
smallpox in New Jersey. The first exercise, in June, dealt with biological sampling and
transport of a sample from a hospital setting to the federal Centers for Disease Control
and Prevention for examination. The second, in August, dealt with biological isolation
and quarantine. This second exercise focused on how an order for isolation or quarantine
of individuals would be issued, enforced and implemented. This series will continue in
2004 with additional exercises, including a full-scale exercise focusing on the distribution
of pharmaceuticals from the Strategic National Stockpile.



Gateway Response Exercises

Part of the exercise strategy for the North Region of the state, the Gateway Response pro-
gram was conceived by the New Jersey Domestic Security Preparedness Planning Group. It
was subsequently developed by the State of New Jersey, in concert with the Port Authority of
New York and New Jersey, to provide New Jerseyans with the best possible defense against the
consequences of a terrorist act using weapons of mass destruction. Since 2000, the program has
been supported by the federal Office for Domestic Preparedness (ODP), which became part of
the U.S. Department of Homeland Security in March of 2003.

The first tabletop exercise in the program, regarding a chemical and radiological
release at Port Newark, was held in August 2001. In 2002, two more tabletop exercises
and a functional exercise were held.

In May 2003, numerous law enforcement and police agencies participated in a tabletop
exercise focusing on how law enforcement would respond in the wake of a chemical and
biological release at the port.

This was followed by a full-scale exercise conducted at a pier at Port Newark on
November 15, 2003, that featured the participation of more than 600 individuals and 70
agencies. The full-scale exercise was the culmination of the three-year series of exercises
and was designed to explore the full range of an interagency, coordinated field response to
a terrorist attack on the State of New Jersey’s critical transportation infrastructure. [t was
designed to assess how the incident command system would function in a large multi-agency
response situation and to test the plans and procedures of response agencies and control
elements from state, county, local, Port Authority of New York and New Jersey and
regional federal agencies. The exercise’s other objectives were to:

Demonstrate the ability to perform an initial hazard/risk assessment.
Assess the ability and benefit of intelligence sharing.
Demonstrate interagency coordination.

New Jersey’s Domestic Security Exercise Support Team supported the ongoing Gateway ex-
ercise series and planned and coordinated its November full-scale culmination. The team’s
members oversaw training related to the exercise, and organized and supervised the planning
meetings, and also served as coordinators, evaluators and facilitators for the event itself.

After the exercise, DHS’s Office for Domestic Preparedness Exercise Support Team and
the New Jersey State Domestic Security Exercise Support Team collected input from par-
ticipants, local evaluators, and functional controllers and assembled an “after-action report”
to determine how best to build upon the lessons learned from the exercise.

Testing Best Practices — Petroleum Sector Table Top Exercise

In December 2003, the Department of Environmental Protection and the Task Force Ex-
ercise Support Team conducted a tabletop exercise at a large Citgo petroleum facility in
South Jersey. This was the first formal exercise conducted to test an industrial sector’s Best
Management Practices and, as such, indicated how various strands of the Task Force’s over-
all preparedness strategy — involving regional planning, public-private partnerships and the
necessity for testing plans by exercising — began to be woven together during 2003.

Citgo volunteered to work with DEP and the Task Force Exercise Support Team, and
they were joined in the planning process by the Gloucester County Office of Emergency
Management. Ultimately, the exercise focused on one part of the best management prac-
tices — regarding communications in the event of a possible intrusion into the plant — re-
flecting actual notifications that would be made based on the Best Practices plan. In addi-
tion to Citgo, participants included the New Jersey State Police Marine Bureau, U.S. Coast
Guard, West Deptford Fire and Police, Gloucester County Health Department, Gloucester
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County Prosecutor’s Office and the Paulsboro Fire Department. Observers included mem-
bers of the New Jersey Petroleum Council and other company representatives from the Pe-
troleum sector of the Infrastructure Advisory Committee.

Although the after-action report is still being prepared, the exercise had the benefit of
bringing all the relevant response entities together, allowing them to become familiar with
each other. This type of preparation paves the way for better communication in the event of
an actual emergency situation. DEP will take the lead on developing another tabletop exer-
cise with the petroleum sector for spring 2004.

Three-year exercise strategy

At the end of 2003, the Exercise Support Team prepared and submitted New Jersey’s
three-year exercise plan to ODP for its review and approval. The three-year plan builds on
New Jersey’s aggressive exercising program, and puts a premium on integrating exercises
among state, county, municipal and federal agencies and the private sector, to ensure that “ex-
ercises” get as close to real life as possible. Agencies and companies must continue to exercise
together. In the event of an actual attack or incident, a coordinated response will be vital.

Attorney General’s Office —
Establishing Legal Protocols for Emergencies

During 2003, the Attorney General established procedures to ensure that in the event
of a terrorist attack, state agencies represented by the Attorney General’s Office could
promptly obtain whatever civil judicial relief in the courts needed to address the conse-
quences of such an attack. The Attorney General has designated eight senior attorneys to
serve as “on-call” deputy attorneys general for purposes of making necessary applications
to domestic security judges designated by the Supreme Court to handle applications. The
designated deputies have been provided with the necessary equipment to communicate
with and obtain the required relief from the courts. On-call deputies have also received
training on weapons of mass destruction, the types of applications that may be made to
courts, the use of laptop computers, the location and operation of the State Emergency
Operations Center and arranging conference or video conference calls.

The Attorney General’s Office has coordinated these activities with the Administrative
Office of the Courts to ensure that in the event of a domestic security emergency the state
will be able to obtain whatever civil judicial relief is needed.

The Attorney General worked with the Domestic Security Exercise Support Team and the
Department of Health and Senior Services in preparing table top exercises on biological sam-
pling and treatment (June 2003) and on isolation and quarantine (August 2003). The Attor-
ney General also participated as a player in these exercises designed to assist in the developing
plans, policies and procedures to deal with isolation and quarantine and the transportation of
biological samples in the event of a biological attack upon this state.

The Office of the Attorney General worked with the Administrative Office of the Courts
during the exercises, providing an opportunity for the Domestic Security Judges appointed
by the Supreme Court to observe the exercises, in which a retired Judge served as a surro-
gate for the Domestic Security Judges. The Attorney General’s Office also worked with the
Administrative Office of the Courts to ensure that equipment, policies and procedures are
compatible so that in the event of an emergency, deputies can quickly contact a Domestic
Security Judge, file the necessary applications and obtain the relief and orders necessary for
the state to protect and preserve the life, health and safety of its citizens.



State Government Operations Group

The Task Force’s State Government Operations Group, made up of administrative
staff from each state department, is charged with enhancing the security of government build-
ings and developing business continuity plans to ensure that the vital work of government can
continue in the event of a terrorist attack. To this end, the group requires — and each state de-
partment and agency has developed — a Business Continuity Plan. Each Business Continuity
Plan includes scenarios for a one-day, five-day and over-30-day interruption of business. These
plans also identify essential staff under each scenario and provide explanation for how core
business functions would be continued. The State Domestic Security Exercise Support Team
is working with the Government Operations Group to develop exercises that will test the vari-
ous departments’ — and overall state government’s — readiness plans.

In 2003, in concert with the Exercise Support Team, the Departments of Environmental
Protection and Law and Public Safety each held separate tabletop exercises designed to test
their business continuity plans and their abilities to continue functioning in the face of a
terrorist attack or other catastrophic event. Ultimately, these tabletop exercises will be run
at higher levels of organizational and interagency complexity.

Among its other activities, the State Government Operations Group:

Instituted an Incident Command Model for the Trenton capital complex to respond
to emergencies.

Began a $3 million security upgrade of Trenton’s capital complex, including an up-
grade and expansion of closed-circuit televisions (CCTV) throughout the state
office campus.

Developed a prototype for a standardized employee identification card for all state
workers; implementation of the new identification cards statewide is slated to

begin in 2004.
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New Jersey Domestic Security
Preparedness Planning Group

The Domestic Security Preparedness Planning Group was initially constituted in July
1999 in the State Office of Emergency Management as the Domestic Preparedness Planning
and Coordinating Group, and charged with developing and maintaining response and re-
covery plans for the state. It ultimately developed a Terrorism Annex, which was added to
the State Emergency Operations Plan as it then existed. With the passage of the Domestic
Security Preparedness Act, this group was reconstituted by law as the Domestic Security
Preparedness Planning Group, and has grown in size and scope.

Its mission is “to explore resources, coordinate efforts, give guidance, identify needs and
provide technical assistance” related to terrorism issues in New Jersey. The Planning Group
includes representatives from a wide range of State offices and agencies, medical and health
service providers, first responder disciplines, academic groups, charitable groups, federal offi-
cials and the private sector (through the New Jersey Business Force).

Essentially, the Planning Group acts as the Task Force’s clearinghouse for information
and as its research and development arm. As needed, the Task Force assigns to the Planning
Group projects or issues related to homeland security matters that need further research and/
or development. The Planning Group has also taken the lead on developing training initia-
tives and is set to launch an innovative, Web-based “E-Learning” training initiative for the
state’s first responders.

In 2003, the Task Force endorsed seven standing Planning Group committees:

The Agriculture - Animal Emergency Working Group Committee, which addresses
how disasters or emergency situations affect domesticated animals and also addresses
how to prevent the spread of various diseases in the animal population.

The Exercise Design Committee, which acts as the liaison between the Task Force
and the new State Domestic Security Exercise Support Team.

The GIS (Geographical Information System) Committee, which is developing a state
strategy for integrating GIS into all homeland security efforts.

The Mental Health Committee, which deals with the mental health aspects and/or af-
tereffects of any terrorist-related or disaster situation, both with victims and families of
victims, as well as with first responder and rescue workers.

The On-line Training Committee, which is developing Web-based training programs
for first responders.

The Technology Committee, which evaluates all technology available for homeland
security applications.

The Training Committee, which surveys the counter-terrorism and homeland security
training available for various constituencies and makes recommendations regarding
areas where additional training is needed.

In addition, the Weapons of Mass Destruction Committee, which is mandated by the
Domestic Security Preparedness Act and which in 2002 developed the weapons of mass de-
struction (WMD) annex to the State’s Emergency Operations Plan, continues to monitor
developments in the WMD field to ensure that the annex remains up-to-date.



Communications and Outreach Initiatives

In March 2003, the Task Force launched NJHomelandSecurity.com, a comprehensive
Web site to educate the public as to how to prepare for and respond to potential terrorist at-
tacks. Developed jointly by the Attorney General’s Communication Office and the Office
of Information Technology, the site offers practical suggestions to increase preparedness; in-
formation about the Homeland Security Advisory System; information about biological,
chemical and radioactive agents; information about how to access the Office of Counter-
Terrorism’s toll-free tip line to report suspicious activity (866-4-SAFE-N]J); and information
about how citizens can get involved in local preparedness efforts such as the Citizen Emer-
gency Response Team (CERT) program. (To get additional information about the CERT
program and how to participate, call 877-CERT-411, or log onto http://www.state.nj.us/
njoem/emb_cert.html.) The NJHomelandSecurity.com site also features breaking news bul-
letins regarding homeland security and counter-terrorism issues and is the state’s primary
means for communicating changes in the threat levels denoted by the U.S. Homeland Secu-
rity Alert System. The NJHomelandSecurity.com Web site is slated to undergo an extensive
upgrade and redesign in 2004.

In May, the Task Force introduced an advertising campaign promoting the
NJHomelandSecurity.com Web site, and featuring the message, “Be Prepared, Stay In-
formed.” The campaign was conveyed through transit advertising on more than 300 New
Jersey Transit Buses as well as on ad posters at New Jersey Transit stations. The advertisements
were designed to fight public complacency regarding citizens’ need to prepare themselves and
their families for potential terrorist attacks and other disasters. The campaign was coordinated
with the New Jersey Business Force, a private-sector partner working with government to
minimize the potential consequences of a terrorist attack in New Jersey. The four weeks of ad-
vertising were offered at reduced rate by Viacom Outdoor, a corporate member of the New Jer-
sey Business Force that handles all advertising for New Jersey Transit. The cost of the cam-
paign was funded by federal grant money from the U.S. Department of Homeland Security’s
Office for Domestic Preparedness.

In addition, the Attorney General’s Office coordinated the production and distribution
of two radio public service announcements. One promoted the Office of Counter-
Terrorism’s toll-free terrorism tip line, 866-4-SAFE-NJ; the other promoted citizen partici-
pation in the Department of Homeland Security and State Office of Emergency Manage-

ment-sponsored Community Emergency Response Team or CERT program, which can be
reached toll-free at 877-CERT-411.
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New lJersey’s Strategy
for Homeland Security Funding

Fulfilling the Domestic Security Preparedness Task Force’s mandate to prevent, mitigate and
respond to terrorist attacks, as well as to manage and coordinate remediation and recovery efforts
if an attack were to take place, requires resources. In 2003, the Task Force developed a funding
strategy to maximize resources. This funding strategy incorporates a number of principles:

The importance of statewide and regional solutions and principles of mutual aid re-
lated to preventing and responding to a terrorist incident.

In turn, the foundations of mutual aid are based on principles of “meaningful redun-
dancy,” i.e., providing multiple, cooperating agencies with identical or compatible
state-of-the-art equipment and identical state-of-the-art training. Following this prin-
ciple, bomb detection/ prevention teams or first responders, for example, can count
on the fact that similarly trained and equipped resources will be available to reinforce
their local capacity. In the case of a major terrorist incident or other catastrophe, this
increased, redundant and interoperable capacity will be essential.

The importance of basing funding decisions, to the greatest extent possible, firmly on
risk, or “following the hazards.”

Funding Overview

In early 2003, the McGreevey administration identified and has sought federal
funding for approximately $850 million to $1 billion in homeland security equipment,
staffing, target-hardening, and other programs and upgrades needed to bolster New
Jersey’s security and domestic preparedness.

Since September 11, 2001, the federal government has provided almost $423 million to
New Jersey to fund a wide array of domestic preparedness and infrastructure protection initia-
tives. These initiatives range from new and improved equipment and training for first respond-
ers, to efforts to guard against and prepare for the medical consequences of bioterrorism events,
to efforts to increase security on our various transportation corridors and at our ports.

Of these dollars, approximately$328 million was passed through the State to distribute to
county and municipal entities and agencies. New Jersey is authorized to spend up to 20 per-
cent of these “pass-through” dollars on enhancing state-level security and preparedness ef-
forts. The remainder of the approximately $423 million went directly to county, local or
other government agencies or private companies.

Despite tight fiscal times, New Jersey also has provided State funds to help enhance
homeland security and preparedness efforts. Governor McGreevey budgeted approximately
$95 million in State FY 2003 and more than $100 million in FY 2004 in direct funds, grants
and capital items to fund counter-terrorism activities, critical infrastructure protection and
public health preparedness. Over two years, these state funds included $23.6 million
awarded to the New Jersey Department of Health and Senior Services, primarily to increase
the “surge capacity” of the State’s healthcare system, i.e., the capacity to effectively diagnose
and treat casualties resulting from an act of terrorism or other public health emergency. In
addition, these FY 2003 and FY 2004 funds included a total of $16.4 million to fund the
newly created New Jersey Office of Counter-Terrorism and $16 million to fund direct grants
to municipalities so they could purchase equipment for first responders.

sk Force Funding Strategy
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Homeland Security Funding rry* 99-Fry 04
Summary of Federal Funding to New Jersey (as of Dec. 31, 2003)

Program Amount

First Responder equipment, fraining, exercises and overtime $120,702,000
($87,251,606 pass through
to the local level)

Equipment, technology, training and overtime $13,558,397

Subtotal $134,260,397
Urban Area Security Initiative $43,869,572
To enhance security and preparedness level ($35,095,658 Pass through
Implementation of Citizens Corps., Emergency Management Planning $16,551,074

and Preparedness; interoperability equipment and training; State Police
and Marine Police enhancements

Subtotal  $194,681,043

Bioterrorism Hospital Preparedness and Public Health Preparedness $70,369,251
Response For Bioterrorism to improve the capacity of health
care facilities and the State’s preparedness

Research in disease organisms, equipment and training in the $33,300,000
Center for Bio-Defense; establishment of a Center For Public

Health Preparedness; and health care clinician curriculum

training through the NJ Medical School

Subtotal  $103,669,251

Transportation enhancements including: $32,759,688
New Jersey Transit’s inner city bus and rail initiatives
Port Authority Safe Commerce, air protection, marine
terminal upgrades, airport protection, equipment
Port Security and highway safety upgrades

Security enhancements to privately owned bus companies $1,112,001

for infercity bus security

Enhancements to port security for private New Jersey entities $13,060,619
Subtotal  $46,932,308

Water and air protection $710,105

Water protection by utility companies $1,035,000

Subtotal $1,745,105

Animal plant and disease detection $241,040
Training for fire and emergency responders $160,000
Development of NJ Secure program in 21 counties $496,000
Mental health counseling and preparedness $8,949,000
Total Federal Funding - Excluding All Hazards $356,873,747
NY-NJ Anti-Radiation Initiative $7,000,000
All Hazards Funding
Assistance to Firefighters Grants $21,356,811
Lab improvements, communication $44,897,164
upgrades, emergency management ($703,200 is provided to local entities)
Subtotal - All Hozards  $66,253,975
Total Federal Funding - Including All Hazards $423,127,722

* FFY — Federal Fiscal Year

Recipients

Department of Law and Public Safety

Local Law Enforcement Agencies

Department of Law and Public Safety
Six-County Northeastern New Jersey UASI

Department of Law and Public Safety

Department of Health and
Senior Services

University of Medicine and Dentistry

Department of Transportation
Port Authority of NY and NJ
Delaware River Port Authority
South Jersey Port Corp.

New Jersey Transit

Private bus companies

Private port entities

Department of Environmental Protection

Private water utility companies

Department of Agriculture
Department of Community Affairs
Department of Education

(Program now transferred to
the Department of State)

Department of Human Services

Total award $30 million

Direct federal award to local entities
Department of Law & Public Safety



Federal resources, however, remain the largest source of homeland security funds for the
State. There are several additional points to be made about federal funding:

Homeland security funding remains a work in progress.

As the U.S. Department of Homeland Security consolidates 22 separate agencies, its
funding mechanisms may continue undergoing reorganization. In addition, as soon as DHS
began operations in March, it released in short order a multiplicity of grants to the states
from multiple federal fiscal years. In addition, DHS released dollars directly to various State
agencies. (In response, the Task Force initiated a grant-tracking system to ensure that all
federal dollars were accounted for and available for use in a coordinated manner.)

In addition, bioterrorism and chemical preparedness grants are provided to New Jersey’s
Department of Health and Senior Services by two agencies within the U.S. Department of
Health and Human Services, the federal Centers for Disease Control and Prevention
(CDC) and the Health Resources and Services Administration (HRSA).

The federal homeland security funding picture is subject to revision based on congres-
sional mandates. As of mid-March 2004, a number of Congressional proposals to alter
DHS’s funding programs or funding formulas were pending.

The great bulk of homeland security funding from the federal government during the
period covered by this report was not distributed based on risk.

Rather, the majority of federal funding to date has been based on a formula that, in ef-
fect, provides more homeland security money per capita to states with smaller and less dense
populations and, correspondingly, less risk of becoming terror targets. (Pending legislation
in Congress addresses this funding dilemma.) Governor McGreevey and the State’s Con-
gressional Delegation have worked tirelessly and in bipartisan manner to ensure that New
Jersey gets its fair share of homeland security funding and to change the funding calculus so
that risk of attack is clearly factored into the process. This risk-based approach is reflected in
the federal Urban Area Security Initiative grants, thanks in large part to the efforts of New
Jersey’s Representatives and Senators. As noted, this risk-based approach is a key Task Force
tenet, and the Task Force embodied it early in 2003 for distributing its pass-through funding
for New Jersey’s first responders and hazardous materials response teams.

New Jersey has received more than $400 million in federal funding. Yet, New Jersey pre-
sents unique characteristics that make it a desirable target for terrorists:

The State is the most densely populated in the nation;

[t is proximate to — and serves as a transportation corridor between — the largest
and fifth-largest cities in the country;

New Jersey is a hub of research, petrochemical manufacturing
and international commerce.

In short, New Jersey is uniquely vulnerable, and federal dollars allocated so far simply
aren’t commensurate with the risks the State confronts.

Finally, it is vital to note that funding must be matched coherently with New
Jersey’s vulnerabilities and needs and melded into a vision that provides for its effec-
tive and efficient use.

Funding, at whatever level, does not in and of itself confer protection to New Jersey and
its citizens. Available dollars must be matched with a vision for their use. This is where the
Task Force comes in. The Task Force has supplied that vision and translated it into a com-
prehensive spending plan to increase the security of New Jersey’s citizens.

The great bulk of
homeland security
funding from the
federal government
during the period
covered by this report
was not distributed

based on risk.
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The Task Force’s Vision

The Domestic Security Preparedness Task Force refined its vision for investing in New
Jersey’s security and preparedness during 2003. This vision and funding strategy was fleshed
out by the Task Force’s funding subcommittee, a broad-based group coordinated through the
Attorney General’s Grants Management Office and made up of representatives from the
Task Force’s component agencies, including:

Division of State Police and its State Office of Emergency Management;
New Jersey Office of Counter-Terrorism;

New Jersey Board of Public Utilities;

New Jersey Department of Community Affairs;

New Jersey Department of Environmental Protection;

New Jersey Department of Health and Senior Services; and
the New Jersey Department of Transportation.

In addition, representatives from the various first responder disciplines as well as the fol-
lowing non-Task Force agencies participated in the funding subcommittee:

New Jersey Department of Corrections;
New Jersey College/University Public Safety Association; and
Port Authority of New York and New Jersey.

Ultimately, the Task Force’s vision for funding is based on a number of
interrelated concepts, namely:

Ensuring that first responders have the protective equipment they need.
Recognizing the necessity for statewide and regional solutions and mutual aid.

Funding homeland security initiatives based on assessment of risks or, in other words,
by “following the hazards.”

The following is a discussion of these principles with examples of how they are being
turned into reality:

Ensuring that first responders, i.e., firefighters, police officers, emergency medi-
cal services technicians, HazMat team members, etc., the people who are on the
front lines to protect New Jersey’s communities and families, have the personal
protection equipment they need to protect the rest of us.

The Task Force’s first funding priority was to ensure that first responders throughout New
Jersey met a uniform level of basic preparedness in the emergency equipment they possess.
In 2003, the State distributed $14.2 million in federal funds to all 21 counties.

Once equipment was distributed to reach a level of basic preparedness, the Task Force
next identified the state’s greatest areas of risk and vulnerability and focused on making cer-
tain that first responders at greatest risk had specialized equipment to protect them.

The Task Force has taken a holistic approach to upgrading first responder equipment. State-
of-the-art equipment requires the proper training in its use. Well-trained and well-equipped first
responders cannot be deployed as needed without regional planning and interoperable commu-
nications. This means that, in addition to providing lifesaving equipment, the state is also requir-
ing agencies to focus on training, regional planning, and communications.



Stressing statewide and regionalized assets and mutual aid agreements over a
multiplicity of discrete local assets.

Catastrophic events, whether natural or man-made, do not respect municipal borders and po-
litical subdivisions. Terrorists are known to create diversionary attacks to draw responders to a
secondary target, when the primary target is elsewhere. Likewise, terrorists have been known to
draw responders to an attack and then launch a secondary attack on the responders themselves.

New Jersey has developed regional and redundant capacities to respond to terrorist inci-
dents, as well as regional and redundant medical and hospital capacity to deal with potential
injuries from an attack. New Jersey gives high priority to protecting our first responders.

On the preventive side, cooperation and mutual aid are also at a premium. For example,
the State Office of Counter-Terrorism (OCT) developed a program to protect aircraft at
Newark Liberty International Airport against possible attack from shoulder-fired missiles
from MANPADs (Man Portable Air Defense Systems). Since the airport spans two cities
and two counties, OCT collaborated with eight different law enforcement agencies that
share jurisdiction: the Newark, Elizabeth and Port Authority of New York and New Jersey
Police Departments; the Essex and Union County Sheriffs’ Offices; the New Jersey State
Police; the FBI; and the Transportation Security Administration (TSA).

In support of a regional approach, the Task Force has funded the development of one or two
world-class hazardous materials (HazMat) response team in each of the State’s 21 counties.
Spreading these resources more thinly among a greater number of teams would be counterpro-
ductive. Every town does not need world-class capabilities, but each locality should be able to
draw on a team with world-class capabilities, and each county should have multiple backups of
equal and compatible capability from surrounding counties in the event of a major incident.
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The State began improving its capacity to respond to incidents involving terrorists’ poten-
tial use of chemical, biological, radiological, nuclear, and explosive (CBRNE) weapons by us-
ing homeland security grants from federal fiscal years 1999 to 2001 to create or improve
HazMat teams throughout the state. Homeland security funds from federal fiscal year 2002,
combined with State Department of Health and Senior Services state funds, were used to en-
sure that these teams coalesced into a statewide HazMat program. In addition to this, federal
fiscal year 2002 funds were used to bolster individual counties in addressing gaps in their
HazMat response plans. In total, state and local HazMat agencies shared more than $13.2 mil-
lion in federal funding (from federal fiscal years 1999 to 2002) to upgrade their capacities.

All 21 county hazardous materials/CBRNE teams sharing state and federal funding must
follow a spending plan for grant funds developed and approved by the county Emergency
Management Coordinator and county Health Officer. Characteristic of the Task Force’s co-
ordinated approach, each county team must:

Participate in mutual aid agreements statewide;
Draw equipment from a unified pool purchased by the state and stored by DEP;

Operate under the Incident Command System of the New Jersey State Police
and the Division of Fire Safety;

Participate in state-provided and other approved training; and
Participate in regional exercises with the State Office of Emergency Management.

In 2003, the Task Force began allocating funds to “follow the hazards,” focusing on the
State’s most likely targets for terrorism, such as critical or vulnerable facilities, and then ensur-
ing it complemented its target hardening of these facilities with the added capacity to have a
world-class HazMat team available to respond to potential incidents at those facilities.

The Task Force has also taken a similar regional approach to maximizing the capacity of
the State’s response to potential bombings and the use of explosives. Although the State
understands it must prepare for new risks posed by chemical and biological agents, bombs
and explosives remain the weapons of choice of active terrorist groups around the world.
Therefore, the Task Force created a statewide and regionalized bomb-detection and bomb-
response capacity, by combining the efforts of New Jersey’s existing 10 bomb squads, with
coordination provided by the New Jersey State Police Bomb Unit. Likewise, the Task Force
moved to augment the state’s cadre of bomb-detection canines, also under the coordina-
tion of the New Jersey State Police, by providing funding for an additional bomb-detection
dog for the State’s counties for a total of 25 new bomb-detecting canine units assigned
across New Jersey. These two initiatives were supported, respectively, with $2 million and
$1.2 million from an Office for Domestic Preparedness supplemental FFY 2003 grant.

Even when the State distributes grant monies to specific localities, the ultimate objective
is to have funds used in a regional context. To this end all grants to municipalities have
been coordinated through the State’s 21 county Offices of Emergency Management (OEM).
Each county was required to create a County Multi-Disciplinary Working Group (CWG)
whose charge was to develop strategies centered on protecting — and responding to poten-
tial incidents at — sites where threats or hazards had been identified. At a minimum, the
county working group comprises the:

County OEM Coordinator;
County Freeholder Director/Executive Director;
County Fiscal Officer;

County Prosecutor;



Representative of the County Police Chiefs Association;
County Fire Coordinator/Fire Marshal;
County EMS Coordinator; and

HazMat or CBRNE (chemical, biological, radiological, nuclear and explosive)

team representative.

On behalf of their respective disciplines, members of the working group approve the
county’s grant applications and funding distribution .

New Jersey’s Urban Area Security Initiative (UASI) highlights the state’s regional vision.
The Urban Area Security Initiative is a federal grant program that passes funds to county and
municipal governments through the State. In May 2003, DHS announced this program for
federal fiscal year 2003, in which the State received $11.89 million on behalf of the City of
Newark, Essex County and the five contiguous Northeastern New Jersey counties.

Under the guidance of the Task Force, this program has taken shape as a six-county
Northeastern New Jersey Urban Area Security Initiative. For a continuation of the program
for federal fiscal year 2004, announced by DHS in November 2003, the Northeastern New
Jersey UASI received grants totaling approximately $32 million.

Spanning 1,164 square miles — more than 15 percent of New Jersey’s total square mileage -this
six-county metropolitan area has a population of 3.8 million, which is more than 44 percent of

the State’s total population. The area also incorporates many core elements of New Jersey’s New Je rsey’s Urban
transportation infrastructure, including the George Washington Bridge, the Holland and Lin- ! .
coln tunnels, the Ports of Elizabeth and Newark, the New Jersey Turnpike and Garden State Park- Area Securi f)’ Initiative
way, Amtrak’s Northeast Corridor, Newark Penn Station and Newark Liberty International Air- (U IAS] ) ki g hli g hts the

port. The area is also dense with chemical manufacturing plants and other critical infrastructure.

The contiguous counties involved in the UASI already share verbal and written mutual Siate’s regio na | vision.
aid agreements and have, for some time, worked together on coordinated emergency re-
sponse efforts. Under the Task Force’s vision for a regionalized, coordinated plan for preven-
tion and response, this federally funded initiative will formalize and enhance that process.

The intent of the UASI program is to create a sustainable national model to enhance
security and overall preparedness efforts to prevent, respond to, and mitigate incidents of
CBRNE terrorism. As part of the UASI grant requirements, the U.S. Department of
Homeland Security requires that a comprehensive, regional planning approach be taken
to address the special needs for this metropolitan area. DHS also requires that an Urban
Area Working Group be established to assist in the implementation of the grant program.
The Urban Area Working Group is responsible for conducting a vulnerability assessment
of the initiative area, developing the strategy to address those vulnerabilities and a strat-
egy to allocate funds to meet its defined goals and objectives.

Since August 2003, staff from the Office of the Attorney General, Division of State Po-
lice, Office of Counter-Terrorism, Department of Community Affairs - Division of Fire
Safety, Department of Environmental Protection, Department of Health and Senior Ser-
vices, Department of Transportation and New Jersey Transit, along with representatives
from the Port Authority of New York and New Jersey and the coordinators from the six
county OEMs and the City of Newark, have met regularly and developed a comprehensive
assessment process (identifying threats, vulnerabilities, current capabilities, and needs), pre-
pared a strategy document and identified budgetary needs.
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The Urban Area Working Group’s strategy for the Northeast New Jersey UASI region
focuses the program’s funding on prevention and response in five areas:

Transportation assets (bridges, roadways, tunnels, air and sea ports, freight
and passenger rail);

Chemical/pharmaceutical facilities;
“Soft target” population centers, such as shopping malls, financial centers, etc.;
Regional water resources; and
Hospitals.
Adding capacity for prevention and response will be accomplished by, among other things:

Providing survivable interoperable communications capabilities among UASI
response agencies;

Target hardening critical infrastructure and vulnerable sites in the UASI region;

Establishing an early warning system for detecting the release of specific biological and
chemical agents, as well as radioactive materials; and

Developing a regionalized capacity to respond to mass casualties in the event of an attack.

Under the Task Force’s oversight, the Urban Area Working Group for the Northeastern
New Jersey UASI has already identified the planning, equipment, training and exercises —
and concomitant funding — needed to turn its plans into reality.

Funding projects and programs based on assessment of risk or, in other words,
by “following the hazards.”

Funding projects based on risk relates both to prevention, for example, in choosing what
critical infrastructure sites should undergo target hardening and the application of Best
Management Practices for security, as well as to planning for the aftermath of a possible
event. In terms of responding to actual events, the principle of following the hazards dove-
tails with the need to provide proper protection to first responders. For example, first
responders stationed in the vicinity of a plant handling large quantities of chlorine would
require protective equipment based on that fact. Likewise, firefighters whose jurisdictions
include unusual structural or geographic features, such as bridges or tunnels, should be
outfitted with the appropriate apparatus to do their jobs given those circumstances.

This was the operating principle in the Task Force’s distribution of $13.45 million of 